Ipunoxenue Ne2. MndopmanmnonHas namMsaTka A8 00y4aloIUXCs JJis pasMeleHus Ha
opuumansueix Marepuer-pecypeax

C KaXIBIM TOJOM MOJIOJAEKH B HHTEpHETE CTAHOBHTHCS GoNIblNe, a MIKOJBLHUKH OXHH M3
cambIX AKTHBHBIX NOJIb3oBarenei PyHera. Mexay TeM, NMOMHMO OIPOMHOTO KOJHYECTBa

BO3MOXHOCTEH, HHTEPHET HeceT W mpobiiembl. DTa IamsTKa JOJDKHA romous tebe Ge3omacHo
HAXOOUTELCS B CETH.

Komnvrlomeprure gupycvl

KoMmneioTepHBIf  BApYC — 3T0 PasHOBMAHOCTE  KOMIBIOTEPHBIX  IIPOrpaMm,
OTIMYUTENBHON OCOOEHHOCTBIO KOTOpOH —sIBNIsieTcs CHOCOOHOCTP K  pasMHOXKEHMIO. B
NOTOJIHEHHEe K 3TOMY, BHPYCHI MOTYT MOBPEAWTH WM TONHOCTHIO YHHYTOXHTH Bce (alnsl u
NlaHHbIE, MOAKOHTPOJBHEIE MOJIL30BATENIO, OT UMEHH KOTOpPOro ObLIa 3alylleHa 3apaXk&HHasd
[IporpaMma, a TakKe IOBPEAMTH HIIH [aXe YHHYTOXHTH OIEPAlHOHHYIO CHCTEMY CO BCEMH
daitnamu B nenom. B 60JBIIHHCTBRE CilyyaeB paclpOCTPAHIIOTCA BUPYCH! Yepe3 HHTEPHET.

MeTozb! 3aUIHTEL OT BPEAOHOCHBIX IIPOTrPaMM:

1. Hcnons3y#i COBpeMEHHBIC ONEpPalHOHHBIE CHCTEMBI, HMEIOIHUE CephE3HEIM yposexm
3aIATHI OT BPEJOHOCHBIX IIPOTPaMM;

TlocrosinHO ycranaBnuBaif naurd (UEQpoBHIE 3aIIaTKH, KOTOPbIE aBTOMATHYECKH

YCTaHABIMBAIOTCA ¢ LENBIO J0pabTKU NpPOrpaMMbl) H Apyrde OOHOBNEHHS CBOei

onepalHoHHOM cucTeMbl. CxauuBal HX TONBKO ¢ 0QHUMATBHOTO calita paspaboTanka

OC. Ecnu cymecTByeT pexuM aBTOMATHYECKOT0 0OHOBIICHUS, BKIIKOYH €r0;

Paboraii Ha cBOEM KOMIIBIOTEPE IO/ IpaBaMy ITOIH30BATENs, & HE aIMHHUCTPATODA.

OTO HE NO3BOIUT OONBIIMHCTBY BPENOHOCHBIX IIPOTpaMM HHCTAUIHPOBATBCA HA

TBOEM TEPCOHABHOM KOMIIBIOTEPE;

Vcnmons3yit aHTHBUPYCHBEIE MPOTPaMMHEBIE IIPOAYKTHI H3BECTHBIX IIPOH3BOAUTENEH, ¢

aBTOMaTHYCCKUM OOHOBIEHHEM 0a3;

Orpannys GU3nYecKuit JOCTYIT K KOMIIBIOTEPY IS NOCTOPOHHAX JIUIL;

Vcnons3y# BHEIIHME HOCHTETH MHOPMALMH, TaKKe KaK ¢uermka, Tuck wid dadin us

HHTEPHETA, TOJNBKO H3 NPOhEepPEHHBIX HCTOYHHKOB;

He orkpsiBali KoMmbioTepHbIe (aliiel, HOMyYeHHBIE U3 HEHAAEKHBIX HCTOYHHKOB.

Haxe Te ¢aliisl, KOTOpbIe NpHCAANT TBOM 3HAKOMBLA. JIytmxe YTOYHH Yy Hero,
OTIIPABJISAN JIK OH Tebe uX.
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Cemu WI-FI

Wi-Fi - 310 He BUA Nepenauy NaHHEIX, HE TEXHOJIOTHS, & BCEro ML Openy, Mapka. Eie
B 1991 romy HunepnaHnckas KoMIiaHus 3apeructpuposaia Openn « WECA», 9ro 06o3nagaio
cnosocoderanme « Wireless Fidelity», koTopsiit nepesonuTes Kak «GecripoBoHAS TOYHOCTEY.

Jo namero BpemeHm pnouwia npyras aG0peBmarypa, KOTOpas sBIsSeTCS Takod xe
TexHONOTAeH, D10 abbpesuarypa « Wi-Fin. Takoe Hazsanme 65110 1aHO ¢ HAMEKOM Ha CTAHAApT
BhICIIMH 3ByKOBOM TexHukH Hi-Fi, uto B nepesose 03HauaeT «BHICOKAs TOYHOCTEY.

Ha, GecrutaTHel HHTEPHET-ZOCTYN B Kade, OTENAX H adpONOpTax ABJIAETCH OTIMUHOM

BO3MOXHOCTBIO BBIXOJA B HHTEepHET. Ho MHOrHe sKcneprs! CHUTaloT, YTo 06menocTynnsie Wi-
Fi cetn He sBnsiorcs 6e30MacHBIMA.

Cosetsl o GesonacnocT paGore B 06menocTynsex cersx Wi-fi:



He nepenasait cBoro nuunyro uH(OpMammio uepes obmenoctynHele Wi-Fi cern.
Pafotas B HHX, XenaTeJbHO HE BBOAUTH NApONM AOCTYIA, JIOTMHEI U KaKHe-TO
HOMeEpa; '
Menoms3yit u oGHOBNSH aHTHBUPYCHBIE IporpaMMel B Gpanamayep. Tem caMbIM ThI
obe3onacuius ¢cebs OT 3aKagky BUpYyca Ha TBOE yCTPOHCTBO;

[lpu wucnons3osanuu Wi-Fi ortwnoun ¢ymkumio «O6mmit noctyn kx Gaitnam u
npuHTepam». JlaHHas OYHKOMA 3aKphITa [0 YMONYAHHIO, OMHAKO HEKOTODhIE
TIONB30BATE/ A AKTHBUPYIOT e€ Juist yoGcTBa HCNONb30BaHMA B pabore wiH y4uebe;

He ucnonssyit myGmauneit WI-FI nna nepenadu JMYHBIX JAHHBIX, HANpUMEp IS
BBIXOJa B COLHAIBHBIC CETH WK B 3JIEKTPOHHYIO IIOUTY;

Hnone3yd TONBKO 3aLIMIICHHOE COCAMHEHHE Yepe3 HTTPS a He HTTP T.C. TIpH
Habope BeG-azpeca BBOAH UMEHHO «https:/»;

B wmobmmsHOM Tenepone orwmoud Gymkmmo «[lomomnouerne k- Wi-Fi

aBTOMaTHYecKn». He pomyckai aBTOMaTnyuecKoro NOAKIIOYEHHs YCTPOHCTBA K CETAM
Wi-Fi 6e3 tBoero cornacus.

&
Coyuanvnule cemu

ConpaibHbe CeTH aKTHBHO BXOZAT B HAIIY >KM3Hb, MHOTHE JIOOM PaboTAlOT W JKUBYT
TaM MOCTOSHHO, a B Facebook yxe 3aperucTpupoBan MHJUTHAPA YETOBEK, YTO ABJIAETCA OXHOU
celIbMOM Beex JKMTeNeH IlaHeThl. MHOTHE ITONB30BaTeNH HE NOHMMAIOT, 4To HH(OpManus,

pasMeleHHas HMH B COIMHAIIBHBIX CETAX, MOXET OBITH HAMJIEHa U HCIOIB30BaHa KEM YTOHO, B
TOM YHCIE He 0053aTeNbH0 ¢ OaruMu HaMEpPEHHUAMH,

OGHOBHHC COBETHI 0 O6€30IMaCHOCTH B COIHANBHBIX CETAX:

1.
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Orpannyb choHcOK apysedt. Y t1ebs B IOpy3ssix He NODKHO OBITH CIydaMHBIX H

'HE3HAKOMBIX JIIoneH;

Bampmai cBOIO YacTHYIO Xu3Hb. He ykaswmall mapomu, Tenedonsl, ampeca, aaTy
TBOEr0 POXICHHS W JIPYryIO JHYHYI0O HHQoOpManuio. 3MOYMBIIUICHHAKH MOTYT
HCIIONB30BaTh Jaxke HHOOPMAUHIO O TOM, KaK THl M TBOM POJHMTENH ILIaHHpYyeTe
IPOBECTH KaHHKYJIEI;

3amuInail CBOIO peITyTallMIoO - JEPXKH ee B YUCTOTE ¥ 3amasail cebe Bonpoc: xoren 0wl
TBI, YTOOBI JPYyTHE NMONB3OBATENH BHACIH, UTO Thl 3arpyxaems? I'Ionymaﬁ TIpexae
YeM YTO-TO ONyOIMKOBATh, HAMCATH U 3arPY3HTh;

Ecnu TH TOBOPHING C JUOABMH, KOTOPHIX HE 3HaeIlb, HE MCIIONB3YH CBOE pealbHOe
AMS. ¥ OPYTYIO JIMYHYXO HHOOPMALMH: HMS, MECTO XKHTENbCTBA, MecTO y4eOhl H
npovee;

Ws36erait pasmenienus Qororpaduit B UnTeprere, rie Thl H300paXkeH HA MECTHOCTH,
110 KOTOPOH MOXHO OIIPEIEIHTh TBOE MECTOIOJIOKEHHE;

Ipu perncTpanuy B CONHANEHOH ceTH HEOOXOAMMO HCIIONB30BATH CIOKHbIE IAPOJIH,
cocrosiye 13 OykB ¥ UQP ¥ ¢ KOMIYECTBOM 3HAKOB HE MeHee §;

At counanbHOM CeTH, TIOYTHL B APYruX calToB HEOOXOAMMO HCIIOIB30BATH Pa3HEIE

niaposy. Torna eciu Te6s B3JIOMAIOT, TO 3JOYMBIIUIEHHHKH [10JTy9aT JOCTYI TOTHKO
K OZHOMY MECTY, @ He BO BCE Cpa3sy.

Inexmponnvie OeHb2uU

OJEKTPOHHEIE NEHBIH — 9TO OYeHb YHOGHBIH CrIOCO6 IIATEXEH, OIHAKO CYINEeCTBYIOT

MOIICHHUWKH, Koropme XOTAT IOJIYYUTH 3TH ACHBI'H.

OJNEKTPOHHBIE JEHBIH NOSBHIHCH COBCEM HEIABHO M MMEHHO H3-38 9TOrO BO MHOTHX
TOCYAapCTBax [0 CHX IOp He NPONKCAHO PO HUX B 3aKOHAX.



B Poccuu e oHM (YHKUHOHHPYIOT M O HHX YK€ NpPONHMCAHO B 3aKOHE, TIE HX
pazleNsioT Ha HECKOJbKO BHIOB — AHOHUMHBIE M He aHOHMMHBIE. PasHuuma B TOM, 4TO
AaHOHHMHBIE - 9TO Te, B KOTOPHIX pa3peuiaercs NpoBOAMTH onepauuu 6e3 uueHTHHKAUNK
I10JIb30BATENs, & B HEAHOHUMHBIX UIEHTHQHKALMH [IOTB30BATEN SBIAETCH 0043aTeIBHOH.

Taxske ciaeayeT pasnuyarh JJIEKTPOHHbIE (DHATHBIE NEHBIH (PaBHBI [OCYNAPCTBEHHBIM
BATIOTaM) M NIEKTPOHHbIE HeMaTHbIE ASHEIH (HE paBHBI TOCY/IAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETBI 10 6e30macHo# paboTe ¢ MMEKTPOHHBIMH ACHBIaMH:
1. Tlpussku K cuery MOOWUIBHBINA TenedoH. DTo camblil ynoOHBI B OBICTPEIA cmocob
BOCCTAHOBHTH JOCTYN K cuery. [lpuBssaHHbId TenedoH nmoMoxeT, ecin 3alynems
CBOM IUTATEXXHBIH MApOJh WITH 3aliIelIh Ha calfiT ¢ HE3SHAKOMOT'O YCTPOHCTBa;
Hcnons3yit onHopaszoBsle naponu. [locne mepexona Ha yCHJICHHYIO aBTOPH3ALHIO
Tebe yxxe He GyeT yrpoxarh OINaCHOCTh KPaXky WJIH IEPEeXBaTa IIIATEeXHHOr0 IapoJs;
BeiGepu cnoxusii napons. [lpectynaukam OyneT He IpOCTO Yrauarh CIIOMKHBIA
naposnb. HaxexHble maponu — 3TO Napoiy, KOTOPhIe COAEPIKaT He MeHee 8 3HaKOB H
BKJIIOYAIOT B ce0s CTPOYHBIE W NPONMCHBIC OYKBBI, HUGPH U HECKONBKO CHMBOJIOB,
TaKHe Kak 3HaK Jojuiapa, GyHTa, BOCKIUNATEIbHEIN 3HaK 1 T.11. Hanpumep, $tR0ng!;;
4. He BBOIHM CBOM JIMYHEBIC NAHHBIC HA CaliTaX, KOTOPHIM HE NOBEPSEIb.

Onexmponnas noyma

DNEeKTPOHHAN NIOYTA — 3TO TEXHOJOTHS H IIPEHAOCTABISAEMEIC €10 YCIYIH IO NEPECBUIKE H
IOJy9eHHIO SMEKTPOHHBIX COOOIEHMH, KOTOpHIE PacmpeleNsioTcss B KOMIBIOTEPHOH CeTH.
O6BrMHO ~ 3NEKTPOHHBIH  MOYTOBBI  SNK  BBRITIANAT  chleqyromuM  oOpasowm:

HMsl_TIONB30BATeNsA(@uMs_noMeHa. Takke KpoMe Depejadd IPOCTOro TEKCTa, HMEeTcs
BO3MOXHOCTB IIepenaBaTh Gaitisl.

OcHoBHBIE COBETHI 110 Oe3onacHoi paboTe ¢ 3MEKTPOHHON NOYTOH:
1. Hagno BriGpath MpaBHIIBHEINA ITOYTOBLIN cepBHCc. B HHTEpHETE €CTh OTPOMHBIN BbIOOD

OecrraTHBIX MOYTOBBIX CEPBHUCOB, OZHAKO JIyHINe AOBEPATH TEM, KOTO 3HACHIb U KTO
NEpPBLIA B peUTHHTE;

2. He yka3emBa#t B muuHOi moute nuunyio pHbopmaimo. Hanpumep, nyqme BeiGpars
«My3BIKTBHEIN _Ganar@» unn «pox2013» BMmecTo «Temal3»;

3. Hcmonb3yH ABYX3TAIHYIO @BTOPU3AIMIO. ITO KOrAa HOMHUMO Naposis HYXHO BBOJUTH
KOJ, NpucbutaeMslit o SMS;

4. Bpibepn CHOXHBIM naponb. g KaXIOro movroBOro sIOHKa JOIDKEH OBITH CBOM
HAJCKHBIH, YCTONYUBEIA K B3JIOMY IIapoJib;

5. Ecim ecTh BO3MOXHOCTb HallMCaTh CaMOMY CBOM JIMUHBIA BOIPOC, HCTIONB3YH 3Ty
BO3MOXKHOCTb;

6. Mcnone3ylf HECKONBKO IIOYTOBBIX SINMKOB. IIepBEIM [ YACTHOW MEPENHCKH ©
aJipecaraMy, KOTOpPBIM Thl JOBepsellb. IJTO DHJIEKTPOHHBIA axpec HE Hauo
UCTIONB30BATH [IPH PETHCTPAlHK Ha GopyMax U calfTax;

7. He oTkpbiBait daiinbl B Ipyrue BIOXKEHHs B IMCBMAX JaXe €C/H OHH NPHIUIM OT
TBOHX Jipy3eH. Jlydmie yrounu y HuX, OTIPaB/sIy i oHu Tebe 5TH adsr;

8.

ITocne oxonyanus paGoTBI HA MOYTOBOM CEPBHCE I€pel 3aKPHITHEM BIUIANKH C
caifToM He 3a0yap HaXaTh Ha «BeiiTey.



Kubepbynnune unu supmyanoHoe uzdesamenscmeo

KubepOy/mear —— npecnefoBanve COOOIEHHAMH, COACPXKAIUMMH OCKOpOIeHus,

arpecCHIo, 3amyrHBaHie; Xy/IUraHCTBO; COLHANbHOe GOMKOTHPOBAHHE C ITOMOINBIO PA3JIHYHBIX
HHTECPHET-CEPBHUCOB.

OcHoBHEle coBeTs! 110 Goprbe ¢ kubepOymuarom:
1. He 6pocaiics B 6ok, Jlyqmuit cnoco6: mocoBeTOBATECA Kak ¢e0a BECTH M, €CIIH HET
TOro, K KOMY MOXHO 0OparuThcs, TO BHaudajle YCIOKOMThCA. EcnM Tel HauHems

oTBEYaTh OCKOPOICHHAMH Ha OCKOpONEHHS, TO TONBKO eme GOonblle pa3oxikenlh
KOH(DIIHKT;

2. VYnpasisii ceoeit kubeppenyranuei;

3. AHOHMMHOCTH B ceTH MHHMas. CymecTBYIOT CIOCOOBI BBIACHHTB, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

He cTOUT BeCTH XyJMraHcKuit o6pa3 BUpTyaibHON xu3kHu. MHTEpHET QuUKCHpyeT Bee

TBOH HEUCTBHS ¥ COXpaHseT UX, Y JauTh uX OyAeT xpaiHe 3aTpyAHUTEIBHO;

5. Cobmonait cBoOif BUPTYaIBHYIO YECTh CMOJIONY;

6. WrHopupy#t emurwdHbIM HeratmB. OnHOpa3soBble OCKOPOHTENBHBIE COOOIMEHMS
JIyqie HrHopupoBath. OOBIMHO arpeccus NpeKpamaeTcs Ha HadanbHOH CTaauH;

7. ban arpeccopa. B nporpamMmax o6MeHa MTHOBEHHBIMH COOBIIEHUAMH, B COLIUANBHBIX

 CeTSX eCThb BO3MOXHOCTH OJIOKHPOBKM OTIPABKH COODLICHHWH C ONpedeNeHHBIX
apecos; "

8. Ecmu T1h1 cBuueresns kubGepOymmuura. TBou [neHcTBUS: BBICTYNHTH IIPOTHB
IpecnenoBarens, IOKa3aTh €My, YTO €ro JeHCTBHS ONCHHBAIOTCS HETaTHBHO,

IoAePXKaTh KEPTBY, KOTOpOﬁ HY)XHa IICHXOJIOrHYeCcKas IIOMOIlb, co00IHUTE
B3pOCJIBIM O (baKTC arp€CCUBHOIO NMOBCACHUA B CETH.

Mobunenwiui menegon

CoBpeMenHBle CcMapTOOHBI W [UIGHINETHl cojepxar B ceGe BIONHE B3POCHEIA
(yHKnEOHAN, W Temeph OHH MOTYT KOHKYPHPOBaTh CO CTAMOHAPHBIMM KOMIBIOTEPaMH.
OnHaxo, CpeacTB 3alHTHI I TOJOOHEIX YCTPOKCTB MOKa OYeHb MaJlo. TeCTHPOBaHME U MOMCK

YA3BHMOCTEH B HHX TIPOMCXOIMT HE TaK MHTEHCHBHO, Kak Juin IIK, To e camoe kacaercs u
MOOHIIBHBIX TIPHJIOKEHMI.

CoBpemMenHEIe MOOHIBHBIE Opay3epsl y)Ke NPAKTUYECKH JOTHAIH HACTOJBHEIE aHAJIOTH,

OJlHAKO pacliHpenyre (YHKIMOHANA BiiedeT 3a coboM GONBLIYIO CHIOXHOCTE M MEHBIIYIO
3aIUIIEHHOCTb.

Janexo He BCe NPOU3BOJAMUTENM BBITYCKAIOT OOHOBJICHHS, 3aKPHIBAIONIME KPHTHYECKHE
YSI3BHMOCTH UL CBOMX YCTPOHCTB.

Ocnos#sle coets! 1 6e3omacHocTi MoOUIBHOTO Tenedoua:

1. Hwugero me smigercs mo-HacTosmemy OecrnaTHBIM. Byas ocTopoeH, Bexb xorna
Tebe npexnaraoT GecniaTHBI KOHTEHT, B HEM MOTYT OBITB CKPBITHI KakKHe-To
IUTATHBIE YCIIYTH;

2. ymaii, npexne yeM ornpasuts SMS, ¢orto wid suzneo. Tel TOYHO 3HACIB, [IE OHK
OyayT B KOHEHYHOM HTOre?

3. HeoGxonumo oGHOBIIATE ONEPAKHOHHYIO CHCTEMY TBOETO cMapTdoHa;

4,

Vcmons3y# aHTHBUPYCHBIE IPOrPAMMBI 1S MOOHITBHBIX TeIeOHOB;




5. He sarpyxaif IpHIOKEHNsS. OT HEH3BECTHOTO HCTOYHHKA, BE/b OHH MOTYT COACPXATEH
BPEIOHOCHOE POTPaMMHOe obecneyeHue; j

6. Tlocie TOro Kax Tl BEIAZELIS C CaifTa, TJie BBOJWI JHUHYI0 HH(bOpMALMIO, 32l B
HacTpoitku 6paysepa u ynanu cookies; |

7. TlepmomuMdecKy POBEPsH KaKue IUIATHBIC YCIYTH aKTUBUPOBAHEL Ha TBOEM HOMEDE;

8. Jlasai cBOi HOMEp MOGHIBHOTO TeNeOHA TOMNBKO JIOASM, KOTOPIX TEI SHACUIL U
KOMY JOBEpSCLIb; :

9. Bluetooth Ho/mKen ObIT BBIKIIOYEH, KOTA@ Thl UM He mosb3yemses. He 3a0pIBail
HHOT' A IIPOBEPATH ITO.

Online uepot

CoBpeMeHHBIE OHJAHH-UIPHl — OTO KpAacouHble, 3aXBATHIBAIOILME PpasBJICHCHUI,
06beMHSIONHE COTHH THICSY YeI0BEK 1O Beemy Mupy. MIrpoku MCCNeyloT IaHHBI MM MHD,
oGIAOTCS APYT © APYIOM, BHIIOJHSIOT 3alaHus, CPAXKAIOTCS ¢ MOHCTPaMH X [IOY4ar0T OIBIT.
3a y[OBONLCTBHE OHM NUIATAT: [OKYNAKOT JUCK, OMIAYHBAIOT aboHEeMEHT WM [pHoOpeTaoT
KaKHe-TO OTMLHH,

Bce or# CpeicTBA MAYT HA NOJUICDKAHHE M DASBHTHE HIPHL, & TAKKE Ha camy

6e30MacHOCTh: COBEPIIEHCTBYIOTCS ~CHCTEMBI ABTOPHSALMH, BBITYCKAIOTCS HOBEIC IATYH
(umbpoBEIe 3aMIATKY A7 [IPOTPAMM), 3aKPhIBAOTCS YS3BUMOCTH CEPBEPOB.

B nonoGHBIX Hrpax CTOHT ONAcarTbcs HE CTONBKO CBOMX OOhCPMKOB, CKOJIBKO KpaXku
TBOETO Napofisi, Ha KOTOPOM OCHOBAHA CHCTEMa aBTOPH3ALNHA OOBIIMHCTBA HID. '

OCHOBHEIE COBETHI M0 GE30IIACHOCTH TBOET'O UIPOBOTO 8KKAYHTA!

1. Ecym mpyroi urpok BeeT cels IUIOX0 WK CO3HaeT TeGe HeNpHATHOCTH, 3a610KUpyH
€ro B CIHCKE HIPOKOB;

2. Tloxanyifcs AIMMHMCTPATOpaM WIPH Ha IUIOXO€ MOBEACHHE ITOrO HIPoKa,
JKENATETBHO NPUITOKATS KAKHE-TO A0KA3aTeNECTBA B BH/IE CKPHHOB;

He yxassiBait ranyto wEdopManmio s npodaiine urpss;

VYpaskail pyrux yH4aCTHHKOB IO HIPE;

He ycranasnusail HeoQHIMANBHEIE ATYH U MOJEL;

Wcrone3y# CIOXKHLIE H Pa3HEIE TAPOIH; ;

Jlaske BO BpeMs HIDHI HE CTOWT OTK/MOYaTs anTHBupyc. IMoka Tel urpaemts, TBOH

KOMIIBIOTEp MOT'YT 3apasiTh.
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Quiuunz U KPAdtCa AuYHbLX OGHHBIX

OGuryHOM Kpaxel JeHer W INOKYMEHTOB CETOJHS YK€ HHKOINO HE YIAMBHINL, HO C

PasBUTHEM UHTEPHET-TEXHOJOIMH 3JIOYMBIIUIEHHHKH IIEPEMECTIIMCE B HHTEPHET, H
IIPONOJIKAIOT 3aHAMATHCH (IHOOHMBIMY [ENIOM.

Tak TMOSBUIACH HOBas Yrpo3a: WHTEPHET-MOMIEHHAYECTBA WX (QUIIMHT, IVIABHAS HeNb
KOTOPOFO COCTOMT B NOJIyYCHHH KOH(DHICHUHANLHBIX AAHHBIX IIONIB30BaTENe — JIOTHHOB H

naposneit. Ha anriuiickom sizsike phishing unraercs xax ¢umunr (ot fishing — pribras nosis,
password — [apoJs). ,

OcnoBHle cOBETH 10 Goprde ¢ GprummHroM!

1. Cnemu 3a cBoMM akkayHTOM. Eciu TBl NMOXO3peBaciub, YTO TBOS aHKeTa Obula

B3JIOMaHa, TO HeobXomumo 3abnoxupoBaTs €¢ ¥ COOOIMTL AIMHHHCTPATOpaM
pecypcea 06 3ToM KaK MOXKHO CKOpee; ‘




2. Hcnomn3yit OesonacHbie BeO-caiiTel, B TOM 4HCIe, MWHTCPHET-MarasdiHOB W
NOHCKOBBIX CHCTEM;

3. Hcmons3yit cnoxHble W pasHbie napond. Takum oGpa3oM, eciu Tebs B3IOMalOT, TO
3NMOYMBIHUIEHHHKH II0Jy4aT JOCTYI TOJIBKO K OHOMY TBOEMY MPOQHIIO B CETH, a HE
KO BCEM;

4. Ecru Tebst B3jOMa&M, TO HEOOXOIMMO INpENyNpeNdTh BCEX CBOMX 3HAKOMBIX,
KoTOpEie H00aBeHb! ¥ TeOs B ApYy3baX, O TOM, YTO TeOs B3JIOMaNX M, BO3MOXXHO, OT
TBOEr0 HIMEHU OYIeT PacChUIATLOS CHAaM M CCHUIKH Ha (PHIIHHTOBBIC CAlThI,

5. VYcranosu Hagexusit napons (PIN) Ha MoOuiIbHEIH TenedoH;
6. Ortxiroun coxpaHeHHe napois B Opaysepe;
7. He oTkpeiBait daiinel ¥ Ipyrue BIOXKEHHUS B NHChMaX JAXe €C/IM OHH NPHLUIA OT
TBOMX Apy3e. JIydine yToyHu y HEX, OTIIPaBIsIHA M OHU Tebe 3Tu daiisl.
Hugposas penymayus

[lndpoas penyrauus - 9T0 HEraTHBHAsA MIIM IO3UTHBHAS MHGOpMAIHUS B ceTH O Tele.
Komnpomerupyromass nHGopManus pa3MelIeHHas B HHTEPHETE MOXET CEepbe3HBIM 00pasom

OTPasHTLCH Ha TBOEH peansHOM xu3HH. «I{udposas penyTauus» - 3TO TBOH WMHIK, KOTODBIH
(popmupyeTes H3 HHGOpMALHH 0 TeGe B HHTEPHETE.

Tsoe MecTo xurenserpa, yueOsl, TBoe GHHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTH XapakTepa
¥ paccKassl O OIM3KUX — BCE 3TO HAKAILIMBACTCS B CETH,

MHOrHe OJPOCTKY JIErKOMBICIEHHO OTHOCATCS K MyCnukauuyu Ju4HOH naopManyu B
WnTeprere, He NOHMMAsA BO3MOXHBIX TIocnencTBuil. TH Jaxe HE CMOXKEIIb JIOTANAThCA O TOM,
410 QoTorpadus, pasMemeHHas 5 IeT Hasaj, cTana IPHIMHOM 0TKa3a MPHHSTH Te6s Ha pabory.

KommMmenrapuu, pasmemende TBoumx ¢ororpaduift m apyrue nelcTBUS MOTyT He
WCHE3HYTh J@XE IIOCNe TOro, Kak Thl MX YyAaidmb. Thl He 3HAaemb, KTO COXPAHHI 3Ty
HHpOpMaIHIO, TIONAa JIM OHA B [OMCKOBBIC CHCTEMBI H COXPAHMJIACH /I OHA, & IJIABHOE: YTO
NONyMaloT 0 Tebe OKpy»Karomiee JIIOJH, KOTOpble HalayT ¥ yBuasT 3To. Haiitu urdopmanmio
MHOTO JIET CHyCTS cMOXeT Jobo¥ — kak M3 J0OpeIX MoOyXIeHHH, Tak H C HaMEPEHHEM
IPUIAHUTS Bpez. DTO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTe UHMPOBOH pernyTanuu:

1. TlogymaiHl, mmpexkzae 4YeMm 4TO-TO NyONHKOBaTh U mnepenaparh y cebs B Oiore wiu B
COIMAIBHOM ceTH;

2. B macrpolixax npoQuis ycTaHOBY OTPaHHYEHHS HA IPOCMOTP TBOETO IPOQHIIs U ero
COIEPIKUMOTO, CAENal ero TOIBKO WISt APY3ehy;

3. He pasmemmaii u He ykaseiBal HHGOOPMAILHIO, KOTOpas MOXKET KOro-1u6o ockopbisaTs
HIIH 00MXKaTh.

Aemopckoe npaso

CoBspemeHHbBIE [IKONBHHKH— AKTHBHBIE IIONB30BATENd LU(PPOBOrO NpPOCTPAHCTBA.
Ormiaxo janexo He BCE 3HAIOT, YTO MOTB30BAHHE MHOTHMH BO3MOXHOCTSMH LH(POBOTO MHpa
Tpebyer coOmOoAeH s MPaB Ha HHTEIUICKTYAIbHYIO COOCTBEHHOCTS.

TepMuH «HHTEIUIEKTYanbHas COOCTBEHHOCTH) OTHOCHTCS K DA3/MYHBIM TBOPEHHSAM
YENIOBEYECKOr0 yMa, HAYWHAs ¢ HOBEIX M300peTeHHH H 3HaKoB, 0603HAYAIOMUX COOCTBEHHOCTE

Ha HPOAYKTHL M yCOyTM , M 3aKaH4uBas KHuramu, QororpadusMu, KuHODWIBEMAMHM W
MY3bIKaJILHBIMY TIPOU3BEICHUAMY,



ABTOpCKHE IpaBa — 3TO NpaBa HA WHTCIUIEKTYAIBHYIO COGCTBEHHOCTE HA IPOH3BECHAS
HayK¥, IATEPAaTyPhl U HCKYCCTBA, ABTOPCKHE NPaBa BBICTYNAIOT B Ka4YECTBE TaPaHTHH TOTO, YTO
MHTEJUICKTYaTbHBIH/ TBOPIECKUH TPy aBTOpa He Oyder HalpacHBIM, HACT eMy CIpABEIUIHBHIE
BO3MOXHOCTH 3apaboTaTh HA PE3yNsTaTax CBOETO TPYJA, HOTYYHTh M3BECTHOCTH ¥ IPH3HAHKE,
Huxro 6e3 paspernerus aBropa He MOXKET BOCIPOU3BOANTE €r0 IPOM3BENEHHE, PACIPOCTPAHSTS,
MyONHYHO JIEMOHCTPHPOBATH, MPOJABATH, HMIOPTHPOBATH, IYCKAaTh B HPOKAT, ITYGIHIHO
VCTIOJIHSATE, TOKA3bIBATE/HCIIOMHATE B 9hupe WK pasmeinats B Unrepuere.

Vcnons30BaHKE ITHPATCKOroY MPOrpaMMHOI0 06€CTIeYeH s MOXKET IPHBECTH K MHOTHM
pHCKaM: OT IIOTEPH JAHHBIX K TBOMM aKKayHTaM 10 OJNOKHPOBKH TBOEro ycTpo#cTBa, rie
YCT@HOBICHHBIH He JeranbHas nporpamva. He crout raioke 3a6BIBaTh, 4YTO CyLIEeCTByeT
neraibHble  OeCTTaTHBIe TPOrpaMMBl, KOTOPBIE MOXHO HAlTH B CETH.

O nopmane

CereBu4ok.p — TBOM TIIaBHBIM COBETYMK B CeTH. 34€Ch THl MOXEWb Y3HATE O
6€30I1aCHOCTH B CETH NOHATHEIM H JIOCTYNHBIM S3BIKOM, a IPH BOSHUKHOBEHHH KPHTHYECKOH

CHTYaIlHH OOpATHTHCS 3a COBETOM. A TAKKe NPHHSTH Y4aCTHE B KOHKYPCAX H CTATH CAMBIM
1IHQPOBBIM IrpasKIaHHHOM!




